MDU Solutions® UCrypt® - Bulk QAM to IP - Firmware Update Instructions C

MDU Solutions® UCrypt®- QAM TO IP
FIRMWARE UPDATE INSTRUCTIONS - V1.2.6

Prerequisite installed version 0.8.375

All models of UCrypt may be updated with the same firmware, however only installed version
0.8.375 or later versions of firmware may be updated with this latest release.

If you have a version earlier than 0.8.375, please update to 0.8.375 first. Find a link to this software on the UCrypt support web site.

If you require assistance with this update, or have an unexpected result when performing it, please see “Service & Support” on page 8
for phone numbers.

The following instructions provide details for updating UCrypt firmware and for system backup. There is a requirement that you first
download the firmware update file from the UCrypt support web page:

http://www.atxnetworks.com/ucrypt-bulk-gam-to ip-support

You will also require a laptop or desktop PC running Microsoft® Windows® with available ethernet port to connect to the UCrypt.

There is an assumption that the UCrypt has been installed and is operating properly (if you require configuration or operating instructions,
see the specific UCrypt Quick Start Guide or the Installation and Operations Guide for your model of UCrypt). The instructions assume
you will connect directly to the UCrypt. If you connect indirectly, use the actual IP address of the UCrypt.

Step A Connect your Computer’s Ethernet Port to the Local UCrypt®

FACTORY

Management Port

Link Speed
GRN=1000
AMBR=100

|_ L] Link Activity
1 GRM=Link

Cat5e
Crossover cable
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Step B Set your Computer’s Wired ethernet IP Address on the same Subnet as the UCrypt®

=]
Open Network Connections | a.
window from Control Panel i

p& : _,n}ess I@__, Network Connections j Go

™

‘,‘_‘» Network Connections

| Fle Edic View....Faworites, T
|Q - © - |

I Irﬁernet Gateway

Right Click the wired
LAM connection used to

connect to the UCrypt Eosi
Status
Repair
:ELAN or HighySpeed Internet Bridge Connections

i

H

H
H

H Create Shorteut
% % \ﬁ.ﬂ e, DEEIE i
", e  Rename R
By, LAN Local Area |* @I
e Connection -
= Enter the IP address 192.168.0.100 & subnet N\

__5 mask 255.255.255.0. These values will work
i for the default UCrypt address of 192.168.0.23.
r Substitute an address on the UCrypt subnet if

21 UCryptis not at default address

A

General | Advanced | Gerera |
Connet usng: "‘ “You can get IP mum-m l-t\wlkwb
|- Hemmeﬁap'lrmmuu hwmpmwmdwmm k cmiishatat for
Thsmdmwhldwum  Obladyan P addvess outomoicaly ¥
lb— iummuummmm [ Usethe folowing P address | | -
5 abjects T If there is a router
1P addds: 1920168 0 .00
; | between your
e ) Subnel mak: [ = 2 0 computer and the
i wCiakauik gataway: [T - UCrypt enter the
nstall. %, | riata ﬂl | \ s sk
 Descigh feeeeaeed © Oblai DN seiver sddiess atemalicall -
T ision Control F il Pratocol The defzul % Use the following DNS sesver add
wide atea netwark protocol that peovides commuracation :
aciozs diverse intarconnactsd netwark:s. Preferred DNS server. I v

W Shnwnmnmﬁcahmanvd’mmedud e aE RS I No need to
[ Notify me wihen this has fited or iy enter DNS
Adwanced...
Computer is set to B P )
o sret e N R S (|

Step C Log into the UCrypt®

Open your favorite browser.

/2 ATX Networks | Driving Innovation - Windows Internet Explorer =] B3]
3 =l [€x1[>c [[* o]
Eoie) + [e] nmianmetarts.com/ =14 | [ ¥ ceoale [2[]

| File Edit View Favorkes Tools  Heln

L Favortes (@ aTx Networks | Driving Innowatian | |

(ATX DrvING

Products | Support | AboutUs | ContactUs | |

PRODUCTS SUPPORT ABOUT U
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Enter the IP address of the UCrypt in the URL address bar. In our example: HTTPS://192.168.0.23

If you get the following security warning, just accept the warning and proceed by clicking to continue to the site. This warning
is due to the UCrypt’s self-signed security certificate.

]

{2 Certificate Error: Navigation Blocked - Windows Internet Explorer - [InPrivate]

[}
| i s/ | Enter UCrypt IP address: HTTPS://192.165.0.23 or actual address i || X I-lGoogIe

J File Edit ‘“iew Favorites Tools  Help

PR

aay,

tewena,,

J {3 Favarites J 5.'::‘5 E UCrypt 192,165,023 & UCrypt 192,165.2.23

@ Certificate Error: Mavigation Blocked | | ¥
-
You may receive a security warning
_ simnilar to this when trying to access
|.,@ There is a problem with this website's security certificate. the UCrypt.
This is normal and results from the
The security certificate presented by this website has errors, and should no UCrypt Self-Signed certificate
Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server. g

We recommend that you close this webpage and do not continue to this website._,.f".

4

@ Click here to close this webpage. L4

@ Continue to this website (not recommended). This is not a security threat.

. . Click to continue to the website
= More information

Log into the UCrypt as master. Only master user can perform firmware updates.

Default master password is: atx_ucrypt_master_password
Login
ATX UCrypt;
powered by
CE 5.%}[\

Channel View  CableCARD View  Output MPTS View System  Configuration Help

User Namelmaster ——(Lug in as master user j

Password PII-IIIII-IIII-I-IIIII-

Login |

Once you are successfully logged in, proceed to Step D.
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Step D Backup the Configuration Settings of the UCrypt® to a File

This step is optional but strongly recommended. It is not intended that there will be any change or loss to the UCrypt
previously programmed configuration settings, but good practice dictates that a backup is prudent before firmware updates.

The saved file will not normally be needed again during the update. This is precautionary only.

[Click the "Configuration™ tab j """""""""
Y

Channel Wiew  CableCARD Yiew  Cutput MPTS Yiew  System " Configuration " Help

R I —

Apply
o Do you want to open or save this file?

verty | e E Merne: UCrypt_configuration.zip
..... Type: zip Archive, 18.4KB

Import Channel Configuration

Import Channel Map F 7 Aluaysaakbefuamerhgmwadﬁa ]
T l" Optionally, choose a
| whdeimﬁmhluammuu,smmeﬁmanmm folder. Otherwise file is
i Upload @ h!mmflr'm' It yoo'da nat tust the source, g not apen or saved in the browser's
default download folder

P{nport all channel and output con
Export Channel Configuration ¥

Downioad || e
Export all channel and gutput tnfiguration for backup or fransfar
Reset Channel Configuration - _ 2]x|
Clear Save in: I._) Downloads | j ° [

Clear all channel and output configuration. LMy Cpwnloads

Er— L) LCr gt Firmware Update 6,239
eve My Recent ,_]ucrwt Firmweare Updabe 8,375

Revert saved configuration to currently applied configur | i
Deskiop
x| [ 3
[T File name: JuCupt_conguration 1ab.zp j' [ sae
2 o b
—'& Downioad Complate Savesshpe:  |zpAichive =] [:am!al

UCrypt_configuration.zip
EERNEEREERNERNNERNEERNERNNENNNRNNNNNNRNERRNERERND

Downloaded: 184K in 1 sec
Download is Download to: C:\Document. .. \UCrypt_configuration lab. zip
complete. Transfer rate: 15.4KB[Sec

I™ Close thés dislog box when dowinload completes
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Step E Firmware Update

Before a firmware update is done, the UCrypt needs to be rebooted from the “System” page:

-

ATX UCrypt; -

__.,-v--(CIick the "System" tab j
powered by 3
CETE{ 3N i

Channel View  CableCARD View  Output MPTS View | System | Configuration  Help

Users

User: Imaster 'l

—

UCrypt immediately reboots and
returns to the "System" page

4 |

Only master user can set passwaords

o

Power 3

Reboot: (

Reboot immediately

Powercycle: Powercycle |

Powercycles immediately. System will remain off for 30 seconds before
rebooting.

You are returned to the “System” page in about 1 minute.

Follow the instructions below to start the update and upload the firmware file:

Channel Wiew  CableCARD Wiew  Output MPTS Yiew " System || Configuration  Help

v Select the folder where you
e Japmnnsneasans > ?
Users e (prewously saved the update file j
User: { |master 'I - = ‘
- PassHEEE: :
¢ 21
This is the system firmware -
version to be updated. Your Y i Q ¥ = G
version may be later than this. 801 5
937
R - My Recent
Firmware QLTI Documents
| System Version: 0.8.375 | U
Update: | | Browse. .. | Desktop
o JIUTTT] Se— v
Only master user can apET\'i'Ur:rdategm My Compuier B
Blue #0 Version: 1.0.1.162 -~
Green #1 Version: 1.0.1.162 @
Red #2 Version: | 1.0.1.162 My Netwak IucupLPW_update_v1_2 62p R | |
Purple #3 Versior‘l::‘__ 1.0.1.162 e Files (7] | Cancel 1}
£y LT - 0 s &
Network UCrypt immediately begins
Configuration: file installation 192.168.2.23
I 2552552540
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The UCrypt will upload the file and immediately begin file installation. The following page will be displayed and updated in
real time. This process should take about 6 minutes to complete.

@ AT UCrypt Configuration - ATx Metwarks Lab

: Reboozing... (7/7)

: Bebooting... (7/7}
: Baving... [&/7)

: Saving... (&7}
: Rebooting... (7/7}
, Status:
Programming CakleCARD boards with ctnS120 noah atx v
Thi= step can take up to 5 minutes per board
. _Programming board 0 with version 23832
. _Programming board 1 with version 23632
. _Programming board 2 with version 2353
. ..Programming board 3 with version 2363
Uploading R2.1€ DQE00E fromRZxx.web to DRAM's
Uploading £w %o Dgam 0 ...
Uploading £w to Dgam 1 ...
Uploading fw to Dgam 2 ...
File upload success Status: Upgradiag
3tatus: Upgrading
3tatu=: Checking
3tatus: Not started

UCrypt reports that firmware update has started
and reports progress in real time.

This phase takes about 6 minutes to complete

Step F Reboot the UCrypt®

After file installation is complete, the UCrypt will return to the System tab and prompts for a restart. Click the “Powercycle”
button.

User: master

Location: ATX Networks Lab
ryp Logout

powe red by

Channel view  CableCARD View  Output QAM View  Output MPTS View_l System | Configuration Help

Success

L SO

Ucrypt completes Firmware Update
and asks to be powercycled

Imaster 'l i

Power

Reboot: Reboot

Reboot immediately

Powercvcle: Powercvcle | =

| jromtralfsystem_control. php l_’_ ’_I_I_’_|g Internet aov M L00% v g
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Gax

Step G Check the Installed Version

After the power cycle is complete, the UCrypt will return to the System tab. Scroll down to the Firmware section to verify that

the reported version is at 1.2.6

ATX UCrypt;
' After reboot, in about 60 seconds,
powe:e:\b v I System View is restored j

User: master
Logout

Purple #3:

Firmware

Channel View  CableCARD View  Output MPTS View " System || Configuration  Help

This is the updated system
firrmware version indicating
successful completion

| System Version:

Update:

Blue #0 Version:
Green #1 Version:
Red #2 Version:
Purple #3 Version:

1.2.6 |.(

Browse... |

Upload

Only master user can apply updates

1.0.3.1
1.0.3.1

el 1021

1.0.3.1

Mote that all QAM
tuners are each at
this version level

This completes the UCrypt® Firmware Update.
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Service & Support

Contact ATX Networks

Please contact ATX Technical Support for assistance with any ATX products. Please contact ATX Customer Service to obtain
a valid RMA number for any ATX products that require service and are in or out-of-warranty before returning a failed module
to the factory.

DIGITAL VIDEO SUPPORT LINE

Tel: (905) 428-6068

Toll Free:  (800) 565-7488 (USA & Canada only)
» Press *3 for Technical Support

» Then press 1 for Digital Video Products
E-mail: digitalvideosupport@atxnetworks.com

CUSTOMER SERVICE
ATX Networks

1-501 Clements Road West
Ajax, ON L1S 7H4 Canada

Tel: (905) 428-6068
Toll Free:  (800) 565-7488 (USA & Canada only)
» Press *1 for Customer Service

Fax: (905) 427-1964

Toll Free Fax: (866) 427-1964 (USA & Canada only)
Web: www.atxnetworks.com

E-mail: support@atxnetworks.com

Warranty Information

All of ATX Networks’ products have a 1-year warranty that covers manufacturer’s defects or failures.

ATX

1-501 Clements Road West, Ajax, ON L1S 7H4 Canada
Tel +1 (905) 428-6068 Toll Free +1 (800) 565-7488 Fax +1 (905) 427-1964 Toll Free Fax +1 (866) 427-1964
www.atxnetworks.com support@atxnetworks.com
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